
647

Office of the Secretary of Defense § 286.22

however, to fix responsibility for unau-
thorized disclosure whenever feasible,
and appropriate disciplinary action
shall be taken against those respon-
sible. Unauthorized disclosure of FOUO
information that is protected by the
Privacy Act may also result in civil
and criminal sanctions against respon-
sible persons. The DoD Component that
originated the FOUO information shall
be informed of its unauthorized disclo-
sure.

Subpart E—Release and
Processing Procedures

§ 286.22 General provisions.
(a) Public information. (1) Since the

policy of the Department of Defense is
to make the maximum amount of in-
formation available to the public con-
sistent with its other responsibilities,
written requests for a DoD record made
under the provisions of 5 U.S.C.
552(a)(3) of the FOIA may be denied
only when:

(i) Disclosure would result in a fore-
seeable harm to an interest protected
by a FOIA exemption, and the record is
subject to one or more of the exemp-
tions of the FOIA.

(ii) The record has not been described
well enough to enable the DoD Compo-
nent to locate it with a reasonable
amount of effort by an employee famil-
iar with the files.

(iii) The requester has failed to com-
ply with the procedural requirements,
including the written agreement to pay
or payment of any required fee imposed
by the instructions of the DoD Compo-
nent concerned. When personally iden-
tifiable information in a record is re-
quested by the subject of the record or
his attorney, notarization of the re-
quest, or a statement certifying under
the penalty of perjury that their iden-
tity is true and correct may be re-
quired. Additionally, written consent
of the subject of the record is required
for disclosure from a Privacy Act Sys-
tem of records, even to the subject’s at-
torney.

(2) Individuals seeking DoD informa-
tion should address their FOIA re-
quests to one of the addresses listed in
appendix B to this part.

(b) Requests from private parties. The
provisions of the FOIA are reserved for

persons with private interests as op-
posed to U.S. Federal Agencies seeking
official information. Requests from pri-
vate persons will be made in writing,
and should clearly show all other ad-
dressees within the Federal Govern-
ment to which the request was also
sent. This procedure will reduce proc-
essing time requirements, and ensure
better inter- and intra-agency coordi-
nation. However, if the requester does
not show all other addressees to which
the request was also sent, DoD Compo-
nents shall still process the request.
DoD Components should encourage re-
questers to send requests by mail, fac-
simile, or by electronic means. Disclo-
sure of records to individuals under the
FOIA is considered public release of in-
formation, except as provided for in
§ 286.4(f) and § 286.12.

(c) Requests from government officials.
Requests from officials of State or
local Governments for DoD Component
records shall be considered the same as
any other requester. Requests from
members of Congress not seeking
records on behalf of a Congressional
Committee, Subcommittee, either
House sitting as a whole, or made on
behalf of their constituents shall be
considered the same as any other re-
quester (see also § 286.4(f) and para-
graph (d) of this section). Requests
from officials of foreign governments
shall be considered the same as any
other requester. Requests from officials
of foreign governments that do not in-
voke the FOIA shall be referred to ap-
propriate foreign disclosure channels
and the requester so notified.

(d) Privileged release to U.S. govern-
ment officials. (1) Records exempt from
release to the public under the FOIA
may be disclosed in accordance with
DoD Component regulations to agen-
cies of the Federal Government, wheth-
er legislative, executive, or administra-
tive, as follows:

(i) In response to a request of a Com-
mittee or Subcommittee of Congress,
or to either House sitting as a whole in
accordance with DoD Directive 5400.4;

(ii) To other Federal Agencies, both
executive and administrative, as deter-
mined by the head of a DoD Component
or designee;
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(iii) In response to an order of a Fed-
eral court, DoD Components shall re-
lease information along with a descrip-
tion of the restrictions on its release to
the public.

(2) DoD Components shall inform of-
ficials receiving records under the pro-
visions of this paragraph that those
records are exempt from public release
under the FOIA. DoD Components also
shall advise officials of any special
handling instructions. Classified infor-
mation is subject to the provisions of
DoD 5200.1–R, and information con-
tained in Privacy Act systems of
records is subject to DoD 5400.11–R.

(e) Consultation with affected DoD
component. (1) When a DoD Component
receives a FOIA request for a record in
which an affected DoD organization
(including a Combatant Command) has
a clear and substantial interest in the
subject matter, consultation with that
affected DoD organization is required.
As an example, where a DoD Compo-
nent receives a request for records re-
lated to DoD operations in a foreign
country, the cognizant Combatant
Command for the area involved in the
request shall be consulted before a re-
lease is made. Consultations may be
telephonic, electronic, or in hard copy.

(2) The affected DoD Component shall
review the circumstances of the re-
quest for host-nation relations, and
provide, where appropriate, FOIA proc-
essing assistance to the responding
DoD Component regarding release of
information. Responding DoD Compo-
nents shall provide copies of responsive
records to the affected DoD Component
when requested by the affected DoD
Component. The affected DoD Compo-
nent shall receive a courtesy copy of
all releases in such circumstances.

(3) Nothing in paragraphs (e)(1) and
(e)(2) of this section shall impede the
processing of the FOIA request ini-
tially received by a DoD Component.

§ 286.23 Initial determinations.

(a) Initial denial authority. (1) Compo-
nents shall limit the number of IDAs
appointed. In designating its IDAs, a
DoD Component shall balance the goals
of centralization of authority to pro-
mote uniform decisions and decen-
tralization to facilitate responding to

each request within the time limita-
tions of the FOIA.

(2) The initial determination whether
to make a record available upon re-
quest may be made by any suitable of-
ficial designated by the DoD Compo-
nent in published regulations. The
presence of the marking ‘‘For Official
Use Only’’ does not relieve the des-
ignated official of the responsibility to
review the requested record for the
purpose of determining whether an ex-
emption under the FOIA is applicable.

(3) The officials designated by DoD
Components to make initial deter-
minations should consult with public
affairs officers (PAOs) to become famil-
iar with subject matter that is consid-
ered to be newsworthy, and advise
PAOs of all requests from news media
representatives. In addition, the offi-
cials should inform PAOs in advance
when they intend to withhold or par-
tially withhold a record, if it appears
that the withholding action may be
challenged in the media.

(b) Reasons for not releasing a record.
There are seven reasons for not com-
plying with a request for a record
under 5 U.S.C. 552(a)(3):

(1) The request is transferred to an-
other DoD Component, or to another
Federal Agency.

(2) The DoD Component determines
through knowledge of its files and rea-
sonable search efforts that it neither
controls nor otherwise possesses the re-
quested record.

(3) A record has not been described
with sufficient particularity to enable
the DoD Component to locate it by
conducting a reasonable search.

(4) The requester has failed unreason-
ably to comply with procedural re-
quirements, including payment of fees,
imposed by this part or DoD Compo-
nent supplementing regulations.

(5) The request is withdrawn by the
requester.

(6) The information requested is not
a record within the meaning of the
FOIA and this part.

(7) The record is denied in whole or in
part in accordance with procedures set
forth in the FOIA and this part.

(c) Denial tests. To deny a requested
record that is in the possession and
control of a DoD Component, it must
be determined that disclosure of the
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